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DMG’s FRSA Whistleblower Defense Verdict Affirmed on Appeal – 
Seventh Circuit Says the Employer’s Motive Matters 

 
By: Vy’Shaey M. Mitchell

On January 18, 2018, the 
Seventh Circuit Court of 
Appeals affirmed the 
defense verdict DMG 
partner Dan Mohan 
obtained in the first ever 
Federal Railroad Safety 

Act (“FRSA”) whistleblower case tried to a jury 
in the Northern District of Illinois.  Armstrong v. 
BNSF, 880 F.3d 377 (7th Cir. 2018).  FRSA’s 
whistleblower provisions make it illegal for 
railroad carriers to terminate or otherwise 
discriminate against an employee as a result of 
the employee’s lawful good faith act done to 
notify, or attempt to notify, the railroad carrier of 
a work-related personal injury, or for reporting, 
in good faith, a hazardous safety or security 
condition.  See 49 U.S.C. § 20109(a)(4), and 
(b)(1)(A). 

In affirming the DMG verdict, the Seventh 
Circuit approved a crucial jury instruction 
establishing that a railroad is not liable if it acts 
on an honest belief that the plaintiff did not 
engage in good faith protected activity, or if 
plaintiff otherwise fails to prove that the railroad 
was motivated at least in some part by the desire 
to retaliate against the plaintiff. For good 
measure, that court also held that a trial court may 
properly award litigation costs to a prevailing 
employer in a FRSA whistleblower case. 

The verdict and the appellate court decision stand 
in stark contrast to certain seven-figure awards of 
compensatory and punitive damages that have 
occurred in FRSA whistleblower cases.  The 
Armstrong decision provides a powerful tool for 
railroads defending these cases in the future.  
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What the Jury Saw and Heard 
 

Armstrong was a former BNSF conductor 
working on the Metra commuter line in Chicago, 
Illinois.  He alleged that he was called to his 
supervisor’s office and criticized for being in the 
incorrect uniform for the third time in two weeks. 
He claimed that his supervisor began yelling at 
him for not wearing the correct uniform; that he 
tried to leave because he felt threatened; and that 
the supervisor slammed the door on his knee and 
ankle.  Armstrong claimed that BNSF’s Terminal 
Superintendent threatened him with retaliation if 
he filed an injury report, which initiated a chain 
of retaliatory events that ultimately resulted in 
Armstrong’s termination. 

In the months following the incident, Armstrong 
underwent surgeries to both his allegedly injured 
knee and his ankle.  BNSF discovered a video 
showing portions of the event, which established 
that the supposed attack could not have occurred 
as Armstrong claimed.  After a “violence in the 
workplace” investigation, including interviews 
and review of the video, BNSF’s management 
determined that Armstrong’s version of the 
incident was not truthful.  BNSF charged 
Armstrong and conducted a disciplinary hearing 
under the collective bargaining agreement, 
terminating Armstrong for insubordination, 
dishonesty, and misrepresentation.  Armstrong 
filed his FRSA complaint, alleging that BNSF 
terminated him in retaliation for reporting a 
workplace injury.  

During the trial, BNSF focused on the 
implausibility of Armstrong’s claims, his 

inconsistent testimony, and other contradictory 
circumstantial evidence.  BNSF also presented 
evidence that Armstrong would have been 
dismissed even if he had never filed a personal 
injury report (protected activity under the FRSA) 
due to his insubordination and dishonesty 
regarding the alleged attack.    

The Verdict and Seventh Circuit Decision 
 

Before retiring to deliberate its verdict, the jury 
received instructions on the law, including the 
following instruction concerning BNSF’s motive 
for terminating Armstrong, and its good faith 
belief as to whether he engaged in protected 
conduct: 

In deciding Plaintiff’s retaliation claim, 
you should not concern yourselves with 
whether the Defendant’s actions were 
wise, reasonable, or fair. Plaintiff has to 
prove that Defendant’s decision to 
dismiss him was based on unlawful 
retaliation. Defendant cannot be held 
liable under the FRSA if you conclude 
that Defendant terminated Plaintiff’s 
employment based on its honestly held 
belief that Plaintiff did not engage in 
protected activity under the FRSA in 
good faith.   

The jury returned a defense verdict in less than 
two hours. Armstrong appealed, arguing that the 
instruction misstated the law under FRSA 
because it implied that he had to prove that BNSF 
had an improper retaliatory motive, rather than 
just that his protected activity was a “contributing 
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factor” to the discipline. Armstrong argued that 
under FRSA he was not required to prove any 
retaliatory motive.  The Seventh Circuit 
disagreed, and held that the instruction accurately 
stated the law. 

The court noted that although a FRSA plaintiff 
need not show that retaliation was the sole or 
even the main motivating factor in the adverse 
decision, the statute requires a showing that 
retaliation was at least a motivating factor.  The 
court wrote: 

That is to say, an employer violates the 
statute only if the adverse employment 
action is, at some level, motivated by 
discriminatory animus. 

The court found that it was proper to instruct the 
jury that BNSF could not be liable if its decision 
was based on its honest belief that Armstrong did 
not make a complaint in good faith.  “If BNSF 
fired Armstrong because it honestly believed that 
he was lying about his complaint, then it 
necessarily follows that it did not retaliate against 
Armstrong for filing a good faith complaint.” 

The court also affirmed the trial court’s award of 
costs to BNSF, even though FRSA only directly 
references awarding costs to a prevailing 
plaintiff.  The court wrote that FRSA’s silence on 
cost awards to prevailing employers, even in 
conjunction with its mandate regarding 
prevailing employees, is insufficient to overcome 
the “venerable presumption” that prevailing 
parties are entitled to costs.   

Illinois Biometric Information 
Privacy Act – A Trap for the 
Unwary 
 
By: Laura S. Platt 

If you ever have found 
yourself asking Apple’s 
Siri for directions, adding a 
Snapchat filter to your 
photo, or using your 
fingerprint to unlock your 
smart phone or clock into 
work, then you have 

interfaced with biometric technology.  Biometric 
technology captures, records, and stores the 
private physiological information of its users, 
such as finger and voice prints, and facial 
patterns.  Biometric technology at home and in 
the workplace paved the way for important 
efficiencies in business facility and information 
security and employee timekeeping, attendance, 
and payroll systems.  These systems rely on 
biometric technology and data to identify 
authorized users and employees before granting 
them access to secure facilities and protected 
business information, and before allowing them 
to clock in and out for the day.       
 
However, the increased use of biometric data has 
sparked a flurry of recent class action litigation 
across Illinois, and has raised significant privacy 
concerns for employers who use that data.   

 
The Illinois Biometric Information Privacy Act 
 
In 2008, the Illinois General Assembly passed 
the Biometric Information Privacy Act (“BIPA”)  
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(740 ILCS 14/1), the first statute of its kind in the 
country.   BIPA prohibits private entities from 
collecting and storing “biometric identifiers” 
without prior notification and written consent.  
BIPA defines “biometric identifiers” as a retina 
or iris scan, fingerprint, voiceprint, or scan of 
hand or face geometry, and it applies to any 
biometric information regardless of how it is 
captured, converted, stored or shared.   
 
As a precondition of obtaining the biometric 
information, entities must: (1) make their data 
retention policy publicly available; (2) notify 
subjects in writing what biometric information is 
being collected, how the information is being 
stored and for how long, the use of the 
information, and how the information will be 
destroyed; (3) refrain from selling biometric 
information to third parties; and (4) handle the 
biometric information with reasonable care.   
 
The Act provides for liquidated damages of 
$1,000 or actual damages (whichever is greater) 
per “negligent” violation of the Act, and 
liquidated damages of $5,000 or actual damages 
(whichever is greater) for every “intentional” or 
“reckless” violation.  In addition, a prevailing 
plaintiff may recover reasonable attorneys’ fees 
and litigation costs, including expert witness 
fees.  
 
BIPA provides a private cause of action for a 
“person aggrieved” by any private entity that 
violates any of its provisions.  To that point, one 
recent bright spot in the interpretation of liability 
under BIPA is the Second District Appellate 
Court’s decision in Rosenbach v. Six Flags 
Entertainment Corp., 2017 Ill. App (2d) 170317.  
Rosenbach is a putative class action case in 

which Stacy Rosenbach claimed Six Flags 
violated BIPA when her son was fingerprinted 
(as part of purchasing a season pass) without 
written consent or a document disclosing the 
theme park’s plan to collect, use, store, and 
destroy his biometric identifiers.  Rosenbach 
claimed she was entitled to statutory liquidated 
damages even though she did not allege actual 
damages, because she would not have allowed 
her son to purchase a season pass if she had 
known that Six Flags intended to violate the 
BIPA.  The Second District, however, held that 
in order to be a “person aggrieved” under BIPA, 
a plaintiff must allege actual damages – a mere 
technical violation of BIPA will not suffice to 
support a claim for statutory damages or 
injunctive relief.   
 
It remains to be seen what impact this decision 
will have on the pending BIPA lawsuits.  At the 
very least, this recent decision likely will result 
in a slowdown of BIPA class action lawsuits. 
 

Real-World Implications for Employers 
 
BIPA has proven to be problematic for 
businesses, including such juggernauts as 
Facebook, Hyatt Corporation, and Bob Evans.  
Each company is facing class action litigation for 
alleged violations of BIPA.   
 
The Facebook lawsuit involves the tech 
company’s facial recognition technology, which 
analyzes photos uploaded by users in order to 
capture and measure facial features.  The 
application uses this analysis to recognize unique 
facial biometric identifiers in newly uploaded 
pictures to recommend photo tags.  In seeking 
statutory damages, the plaintiff class claims that 
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Facebook violated BIPA by analyzing, collecting 
and storing facial pattern information without 
first obtaining the plaintiffs’ written consent. 
 
The Hyatt Corporation and Bob Evans class 
action lawsuits involve the collection and storage 
of employee fingerprint data.  The plaintiff class 
in each of those lawsuits claims that the company 
failed to obtain written consent prior to collecting 
fingerprint data, and failed to disclose how the 
information would be stored, used, and 
destroyed. The proposed class in the Bob Evans 
case alleges that the restaurant chain collected 
and used fingerprints for a point-of-sale system, 
while the class in the Hyatt case alleges that the 
hotel chain used employee fingerprints for a 
biometric time clock – an increasingly common 
way for employers to efficiently manage their 
labor force, eliminate “buddy punching”, and 
reduce payroll expenses.  As of February 2018, 
more than 50 BIPA lawsuits have targeted 
employers in Illinois who use biometric time 
keeping systems. 
 
While it remains to be seen whether the class 
plaintiffs in the Facebook, Hyatt, and Bob Evans 
cases will be successful, the very existence of the 
lawsuits shows the tricky landscape companies 
and employers have to navigate in collecting and 
using biometric data.   
 

Tips for Employers 
 
The recent flurry of BIPA litigation has focused 
primarily on companies’ failure to: (1) obtain the 
consent from employees and/or users prior to 
collecting biometric information, (2) provide a 
written policy or disclosure detailing how 
collected biometric data will be stored and used, 

and (3) identify the biometric data disposal 
process to be used at the conclusion of the 
employer-employee relationship.  Accordingly, 
there are a number of recommended precautions 
employers should take to avoid potential 
litigation: 
 
 Ensure compliance with the BIPA by 

reviewing and updating all employer 
policies, notifications and disclosures 
regarding the collection, uses, storage and 
disposal of biometric information of both 
applicants-for-hire, independent contractors, 
and employees. 
 

 Obtain a signed release from all applicants-
for-hire, independent contractors, and 
employees, notifying them of the employer’s 
collection, storage, use and disposal of 
biometric identifiers, the reason for such use, 
and the duration of use. 
 

 Update all employee personnel files with 
their written consent to the employer’s 
biometric policy. 
 

 Ensure independent contractors, such as 
security firms and staffing agencies, comply 
with BIPA regulations in their collection, 
access, storage, and disposal of biometric on 
behalf of the employer. 
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Avoiding USERRA Pitfalls and 
Dodging USERRA Court Fights   

By: Matthew J. Hammer 
 
Hiring Service Members?  
Have Employees In the 
Armed Forces or National 
Guard?  The Uniformed 
Services Employment and 
Reemployment Rights Act 

(“USERRA”) is a broad federal statute that 
establishes reemployment rights for service 
members returning from duty and protects vets 
and present service members, as well as those 
who have applied for service, from 
discrimination and retaliation in employment and 
in hiring. 

It applies to all – yes, all – public and private 
employers, including foreign employers with 
workplaces in the United States and American 
employers that do business in foreign countries.  

While most employers are aware of the law’s 
general objectives, compliance can be 
challenging. Indeed, in FY 2016, the Department 
of Labor reviewed more than 1,100 USERRA 
claims made against employers.    

Here are three common pitfalls to avoid and two 
tips. 

 
 
 
 

Pitfall No. 1 – USERRA Covers Job Applicants 
and Interviewees, Not Just Employees 

Employers may be unaware that USERRA’s 
protections apply even to reviewing employment 
applications, screening, interviewing, and hiring 
job candidates.  Employers cannot deny initial 
employment due to past, present, or future 
service or service obligations.  This provision, for 
example, precludes employers from taking a pass 
on hiring a service member out of concern for the 
individual’s service and obligations, including 
concerns regarding time the individual may 
spend away from the office or jobsite for training, 
deployment, or other service-connected leave.  

Pitfall No. 2 – The “Escalator Principle” 
Controls Employee Reinstatement 

Once an employee returns from leave, one of the 
biggest challenges employers face in USERRA 
compliance lies in understanding and 
implementing its reinstatement provisions.  
USERRA’s “escalator principle” generally 
requires employers to reinstate a returning 
employee to the position and pay to which the 
service member would have advanced, but for 
service-connected leave of absence.  The 
seniority, status, rate of pay, and other terms and 
conditions of this “escalator position,” as it is 
known, must be determined as if the service 
member had been continuously employed during 
his or her period of leave – that is, had the 
employee continued to ride the employment 
escalator.  What is more, if the returning 
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employee is not qualified for the escalator 
position, USERRA requires his or her employer 
to expend “reasonable efforts” to train the 
employee to become qualified.  As the name 
suggests, the escalator also may stop or move 
downward such that an employer, in some cases, 
lawfully may transfer, lay-off, or eliminate an 
escalator position while an employee is on 
service leave.   

The escalator principle can be complicated, and 
is particularly tricky to apply to non-union 
employees, employees who are not subject to 
seniority-based advancement, and employees 
who earn compensation and bonuses other than, 
or in addition to, a straight salary.  

 
Pitfall No. 3 – The “Safe Harbor” Provision 

Precludes Termination of Returning 
Employees, Except for Cause 

 
While much attention is paid to reinstatement 
requirements, and rightfully so, USERRA also 
has a “safe harbor” provision that protects 
returning employees from discharge, except for 
cause, for a certain time based on the period of 
service from which the employee returned.  
Under the law, if the employee’s period of 
service lasted longer than 180 days, the employee 
is protected from discharge for one full year.  If 
the period of service lasted more than 30 days, 
but less than 180 days, the employee is protected 
from discharge for 180 days.  Employees who 
return from a period of service of less than 30 

days do not qualify for the safe harbor provision, 
but remain protected by USERRA’s other 
provisions.  

Obviously, these Pitfalls – and USERRA 
provisions in general – can lead to protracted and 
expensive litigation if a claim makes it into court.  
Fortunately, there are a few tips employers can 
use to avoid court cases, and to resolve potential 
claims through quicker and more cost-effective 
processes. 

Tip No. 1 – Employers Can Require 
Arbitration of USERRA Claims 

Despite its numerous protections and 
requirements, USERRA does not prohibit 
employers from including USERRA claims in 
mandatory arbitration agreements – provided that 
such agreements do not alter USERRA’s 
substantive rights.  Standards for enforceable 
arbitration agreements generally include, but are 
not necessarily limited to, provisions that provide 
for discovery and appropriate relief and remedies 
under USERRA and that provide for the 
employer to cover the costs of arbitration. 
Employers that have such agreements in force are 
likely to be successful in avoiding costly and 
public court battles by compelling arbitration of 
USERRA claims. 

 

(Continued) 
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Tip No. 2 – Review and Update Employment 
Procedures and Arbitration Agreements 

Of course, the best way to stay out of court is to 
comply with the law.  From time to time, and as 
recently as 2016, bills have been introduced to 
clarify, and even to expand, USERRA’s breadth.  
Moreover, penalties already are stiff and sundry.  
In addition to actual and liquidated damages, 
attorneys’ fees, and expenses, employers can be 
subject to penalties that include returns to work, 
back pay, lost benefits, lost promotional 
opportunities, retroactive seniority, pension 
adjustments, and personnel file corrections.  
Accordingly, employers should periodically 
review and update their application, 
reinstatement, and termination procedures, as 
well as their arbitration agreements, to ensure 
compliance with USERRA, and maximize the 
effectiveness of those procedures and 
agreements.  

 

 

 

 

Please contact Daley Mohan Groble with any 
questions about the above topics or other 
employment law issues. 

 

 

 

 

 

DMG Rising Stars in Employment Law 

DMG attorneys Jeffrey J. Scolaro, Vy’Shaey 
M. Mitchell and Matthew J. Hammer were 
selected by Super Lawyers as Illinois Rising 
Stars for Employment Litigation for 2017-
2018, an award given to only 2% of Illinois 
attorneys who have achieved a high degree 
of peer recognition and professional 
achievement.   

 


